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Today's T
hem

es

•
C

rypto C
at vs. M

ouse: C
ryptographer vs. 

C
ryptanalyst

•
T

heoretical security vs. practical security

•
Im

plem
entation, im

plem
entation, im

plem
entation

•
T

he key is security.



 
 

Part I: C
lassical C

ryptology



 
 

B
asic Term

inology



 
 

S
ecret W

riting


C

ryptography –  m
aking secret m

essages.


C

ryptanalysis –  breaking secret m
essages.


C

ryptology – cryptography and cryptanalysis.


S

teganography –  concealing m
essages. 



 
 

C
ipher


C

ipher – a m
ethod for transform

ing a m
essage.

C
ipher

m
eet m

e at six
m

m
seeieaxtt

encipher

decipher

plaintext
plaintext

ciphertext



 
 

C
ode


C

ode – a system
 in w

hich codew
ords replace 

plaintext w
ords or sym

bols using a codebook.

C
odebook

...at        15
……m

e      146 
m

eet   149   
…six      652 

m
eet 

m
e at 

six

149 
146 15 652



 
 

Types of C
ipher

T
ransposition

C
ipher

(rearrange)
hello

E
LO

LH

23541

Substitution
C

ipher
(replace)

hello
K

H
O

O
R

P
la

in
te

xt
 a

l
pha

b
et

: 
 a b

 c d e f g h i j k l m n o p q r s t u v w x y z
C
ip

he
r 

al
ph

a
bet

:
  

  
 D E

 F G H I J K L M N O P Q R S T U V W X Y Z A B C



 
 

E
arliest C

iphers



 
 

H
erodotus (484-425 B

.C
.)


P

ersian W
ar (~

480 B
C

), D
em

aratus' secret 
m

essage to the S
partans w

as hidden under 
the w

ax on a w
ooden tablet (steganography).



 
 

T
he S

cytale


A

ccording to P
lutarch (120 A

D
), the S

cytale w
as a 

G
reek transposition cipher.


S

om
e scholars dispute this.



 
 

Lysistrata


A

ristophanes (446 – 386 B
C

). 


C
om

ic anti w
ar (P

eloponnesian) play.



 
 

T
he H

erald and the S
cytale


M

A
G

IS
T

R
A

T
E

: T
hen w

hy do you turn aside and 
hold your cloak so far out from

 your body? Is your 
groin sw

ollen w
ith stress of travelling?


H

E
R

A
LD

: It's m
y despatch cane.


M

A
G

IS
T

R
A

T
E

: O
f course--a S

partan cane!



 
 

S
kytale E

ncryption/D
ecryption

1)
A

ttach paper strip to one end of the dow
el.

2)
 W

ind it tightly and fasten the other end.

3)
W

rite each line of the m
essage along dow

el length.

4)
R

em
ove and transm

it the m
essage. 

5)
To decrypt, repeat steps 1-4 on the sam

e sized 
dow

el.



 
 

S
kytale C

ryptanalysis

•
W

hat is the key for this cipher?

•
B

rute force attack: try all possible keys.

•
H

ow
 m

any possible keys?

–
T

he m
ore keys the m

ore secure.

•
A

 cipher or a com
m

unication device?



 
 

T
he C

aesar C
ipher


Julius C

aesar (~
 50 B

.C
.,  G

allic W
ars, chapter 48) 

reported using secret w
riting to com

m
unicate w

ith 
C

icero. 


S
uetonius reported that C

aesar used an alphabet 
w

ith a shift of 3. 

a b
 c
 d e f g h i j k l m 

D E
 F
 G H I J K L M N O P

n o
 p
 q r s t u v w x y z

Q R
 S
 T U V W X Y Z A B C



 
 

R
O

T
13

Q
:
 
 
H
o
w
 
c
an

 you tell an extrovert from an introvert at NSA? 

A
:
 
 
V
a
 
g
u
r 

ryringbef, gur rkgebireg ybbxf ng gur BGURE thl'f fubrf.

A B
 C D

 E
 F G H I J K L M

N O
 P Q

 R
 S T U V W X Y Z

I
n
 t

h
e
 
elevators, the extrovert looks at the OTHER guy's shoes.

 



 
 

S
om

e S
im

ple T
ransposition C

iphers



 
 

R
ail F

ence C
ipher

P
l
a
i
n
: 
t
hisisatestofrailfence

t 
    

  i
   

    e      f       l       c
  h  

 s 
  s

   t 
  s  o   r   i   f  

 n   e
  
  i 

   
   

a       t      a       e

C
ry
p
t
o
:
 
TIEFLCHSSTSORIFNEIATAE

t  
   

   
   a 

          f  
       e

  
h
     

  s
   

t 
      o   r     f   n

   
 
i
   i 

   
   e   t       a  l      c

   
   s

     
   

   s
           i        

 e

C
ry
p
t
o
:
 
TAFEHSTORFNIIETALCSSIE

D
epth

    4

D
epth

    3



 
 

R
oute C

ipher

P
l
a
i
n
:
 thisatestoftheroutecipher

t h 
i s

 a t 
e s 

t o
 f t

h e 
r o

 u t
e c 

i p
 h e

r z 
y x

 w v

R
e
v
e
r
se

 horizontal:      TASIHT TFOTSE TUOREH EHPICE VWXYR 

D
o
w
n
 
ve

rtical :          TEHER HSECZ ITRIY SOOPX AFUHW TTTEV 

D
i
a
g
o
na

l:                T
 AT SFT I

OUE H
TOHV TSRPW EEIX HCY EZ R 

S
p
i
r
a
l 

counterclockwise: VETTT ASIHT EHER ZYXW HUF OTS ECIPOR 



 
 

C
olum

nar T
ransposition

P
l
a
i
n
: 
t
h
i
si
satestofcolumntransposition

Ci
ph
e
rt
e
xt
: 
I
TU
NT
X
 IEORSZ HTCTON SSLAIY SOMSIW TAFNPO 

T
 H 

I S I S
A
 T 

E S T O
F
 C 

O L U M    
N
 T 

R A N S    
P
 O 

S I T I    
O
 N 

Z Y X W 

6
 3 

2 4 1 5
 
 
 

K
e
y
w
o
r
d
 
=
 
Z
E
B
R
A
S
 
=
 
6
3
2
4
1
5



 
 

C
ryptanalysis


B

rute force attack – test every possible key.


F

actoring – break the m
essage into rectangles.


F

requency analysis – count letters, vow
els.


P

robable w
ord attack – look for probable w

ords.


D

igram
, trigram

 analysis – look for frequent 2- 
and 3-letter sequences.



 
 

A
bū

 Yū
suf Y

a‘qū
b ibn Isḥā

q al-K
indī

 


801-873 C

E


“T
he A

rab P
hilosopher”


A

rab Iraqi polym
ath.


A

 M
anuscript on 

D
eciphering C

ryptographic 
M

essages (O
ttom

an 
A

rchives, Instanbul)


F
irst explanation of 

frequency analysis.


D
ark A

ges in the W
est



 
 

A
ttacking T

ranspositions


F

actor – to identify possible rectangles. 


64 letters could be 8 x 8 or 16 x 4 or four 4 x 4.


A
rrange – into rectangle.


C

ount the vow
els – 40%

 vow
els, 12%

  e's


R
ow

s and colum
ns should have ~

 40%
 vow

els.


R
earrange –  row

s and/or colum
ns.


D

igram
s, trigram

s, probable sequences guide the 
rearrangem

ents. 



 
 

C
olum

nar T
ransposition C

ase
M
e
ss
ag
e
: 
ET
T
UH
 
OM
EAW EXETE STDEH TIGYT HLKHS MAODT O

E
 M

 
E E

 
T 

M 
  

3
T
 E

 
T H

 
H 

A 
  

2
T
 A

 
E T

 
L 

O 
  

3
U
 W

 
S I

 
K 

D 
  

2
H
 E

 
T G

 
H 

T 
  

1
O
 X

 
D Y

 
S 

O 
  

2

3
 3

 
2 2

 
0 

3
 L
e
tt
er
s
 =
 3
6
  
P
os
sible squares 6x6, 9x4, 12x3 

E W E K   2
T E H H   1
T X T S   0
U E I M   3
H T G A   1
O E Y O   4
M S T D   0
E T H D   1
A D L O   2

5 3 3 3


A

nalysis:


In the 6x6 square, the 40%
 rule gives 2-3 vow

els per row
 or 

colum
n.


T

he row
s seem

 better, so rearrange the colum
ns.



 
 

Let's S
olve It !

IELT
B O

STAA 
RIU

ZN 
IDFEM XKSMO F

PYIH WRMVT
 TEOKA E

EHRR EYCR

•
H

int 1: C
ount the letters 

– 49

•
H

int 2: F
actor into a rectangle

–
7 x 7

•
H

int 3: P
lace 7 letters, L to R

, on 7 strips.

•
H

int 4: R
earrange the colum

ns. 

–
X

, Y, Z
  ??

I t
hink

 the
re 

is 
a w

orld market for 
maybe five computers.

– 
Th
omas J. Watson, IBM, 1943



 
 

H
ands O

n E
xam

ple

E
 M

 E
 E

 T
 M

T
 E

 T
 H

 H
 A

T
 
A
 E

 T
 L

 O
U
 W

 S
 I

 K
 D

H
 E

 T
 G

 H
 T

O
 X

 D
 Y

 S
 O


A

nalysis


A

E
 (row

 3) don't go, sw
ap cols 1 &

 3.


M
E

E
T

 M
E

 in row
 1 by m

oving col 1 to end


H
H

 (row
 2) don't go, sw

ap cols 3 &
 6


T

H
A

 becom
es T

H
E

 (row
 2) by sw

apping cols 1 and 5.

E
 
M E

 E
 T

 M
T
 E

 T
 H H

 
A

E
 A

 T
 T L

 
O

S
 W

 U
 I K

 
D

T
 E

 H
 G H

 
T

D
 X

 O
 Y S

 
O

M E E T M E
E T 

H H A T
A T T L O E
W U I K D S
E H G H T T
X O Y S O D

M E E T M E
E T 

T H A H
A T E L O T
W U S K D I
E H T H T G
X O D S O Y

M E E T M E
A T T H E H
O T E L A T
D U S K W I
T H T H E G
O O D S X Y

M
es
s
ag
e
: 
M
EE
T 
ME
 
AT
 
THE HOTEL AT DUSK WITH THE GOODS



 
 

S
hortcom

ings of T
ransposition

•
A

 m
inor transm

ission error could garble the 
m

essage.



 
 

S
ubstitution C

iphers



 
 

S
im

ple S
ubstitution


D

efinition – letters are replaced by other 
letters or sym

bols.


S

im
ple substitution – 26! possible keys.

–
P

erm
utations of the alphabet.


26! =

 26 * 25 * 24 * …
 * 2 * 1 ≅ 10

26  keys.

P
l
ai

n
t
e
xt: A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

C
i
ph

e
r
t
ext:X Y L O P H N E Z W V U T S R Q M K J I G F D C B A



 
 

T
he A

rgenti's of R
om

e

p
 
 i

 
 
e
  t  r  o  a  b  c  d  f  g  h  l  m  n  q  s  u  z

1
0
 1

1
 
1
2 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29


G

iovanni B
attista A

rgenti – cipher secretary 
for P

ope S
ixtus V

 in 1589.


M

atteo A
rgenti (nephew

) – cipher secretary 
for 6 popes through 1602.


M

atteo authored 135-page cipher m
anual.


Invented m

nem
onic keyw

ord technique:



 
 

A
nalyzing S

im
ple S

ubstitution


R
ecognizing sim

ple substitution.

–
N

on-standard letter frequencies.


F

requency A
nalysis. 

–
G

iven enough text (>
 50 letters).

–
M

ost frequent cipher letters correspond to m
ost 

frequent plaintext letters.


O

ther A
ttacks.  


P

robable w
ord.


N

-gram
 – bigram

, trigram
, etc.



 
 

C
haracteristics of E

nglish Text


  H

igh F
requency G

roup:


  E

  T
     A

  O
  N

      I  R
  S

  H
       (70%

 of text )


 12 10    8   8  7       7  6  7  5       (individual %

)


T

 O
 S

  – frequent initial and final letters


A

 I H
 –  frequent initial but not final


E

 N
 R

 – frequently final but less so as initials. 



 
 

V
ow

el S
olution M

ethod


C

ount letter frequencies.


S
eparate vow

els and consonants.


V
ow

els are high frequency.


Identify individual vow
els.


E

 is m
ost frequent; 


E

 alm
ost never touches O

; 

E
E

 and O
O

 are relatively frequent; 


A
 follow

s but never precedes E
,  etc.


Identify recognizable consonants.

H

 precedes and never follow
s vow

els; 

T
H

 and H
E

 and H
A

 are com
m

on bigram
s, etc. 



 
 

 5
 10 11

  3 
 3 

 2
  1

 
 9  4  4  2 11 10  1 10  6  4  9  6  2  

1 
 3

 11
  

4
 F
  D  R

  J 
 N 

 U
  H

 
 V  X  X  U  R  D  M  D  S  K  V  S  O  

P 
 J

  R
  

K
 
    

      
  

   
  

   
                            

----       
   

   
 -

---
 5
 10  3

  5 
 5 

 3
  4

 
 1  6 11 11  9  3  1  3 11  3 10  2 11  

3 
10

  5
  

9
 Z
  D  Y

  F 
 Z 

 J
  X

 
 G  S  R  R  V  T  Q  Y  R  W  D  A  R  

W 
 D

  F
  

V
 -
------

--- 
   

  
   

 
             ----        -------     ---

--
--

 1
1  4

  9 10
 1

1  
4 

 9 
 3 10  5  6  5  5 10  3  5 11 10  3  3  

9  
2 

 9 
 3

 R
  K  V

  D 
 R 

 K
  V

 
 T  D  F  S  Z  Z  D  Y  F  R  D  N  N  

V 
 O

  V
  

T
 -
------

    
 --

--
---

 
                ----------              

  
  

  -
--

-
 
    

      
  

   
  

 --
---

 6
  4  6

  2 
 3 

 9
  5

 
11

 S
  X  S

  A 
 W 

 V
  Z

 
 R 

F
requ

ency C
ou

nts
-
----

------
--

---
A
 B C

  D E 
F 

G H
 I

 J 
K L M N O P Q  R S T U V W X Y Z

2
    

 10   
5 

1 1
  

 3 
4   1 3 2 1 1 11 6 3 2 9 3 4 3 5

H
igh 

Freque
nc

y C
on

tac
ts

-
----

------
--

---
--

---
--

 R
     D

    
 V 

  
   

S
      F     Z     K     X

D
.J  

 F.R  
 H

.X 
  

 D.
K    ..D   K.D   S.V   V.X

U
.D  

 R.M  
 K

.S 
  

 V.
O    Y.Z   F.J   R.Z   X.U

J
.K  

 M.S  
 R

.T 
  

 G.
R    D.V   S.Z   R.V   J.G

S
.R  

 Z.Y  
 F

.R 
  

 F.
Z    D.S   Z.D   R.V   S.S

R
.V  

 W.A  
 K

.D 
  

 T.
X    Y.R   V.R

Y
.W  

 W.F  
 K

.T 
  

 X.
A

A
.W  

 V.R  
 N

.O
V
.K  

 T.F  
 O

.T 
  

   
   Low Frequency Contacts

D
.K  

 Z.Y  
 W

.Z 
  

   
   ----------------------

F
.D  

 R.N  
  

   
  

   
   G     H     M     P     Q

Z
..  

      
  

   
  

   
  X.S   U.V   D.D   O.J   T.Y

M
oder

ate Fr
eq

uen
cy

 Co
ntacts

-
----

------
--

---
--

---
------

 J
     N

    
 T 

  
  W

 
    Y     A     O    U

R
.N  

 J.U  
 V

.Q 
  

R.D
   D.F   D.R   S.P  N.H

P
.R  

 D.N  
 V

.D 
  

R.D
   Q.R   S.W   V.V  X.R

Z
.X  

 N.V  
 V

.S 
  

A.V
   D.F

H
elen F

ouche G
aines, p. 73ff.



 
 

 N
om

enclator

from
 

R
ossignol's

G
reat C

ipher

R
esisting F

requency A
nalysis



 
 

T
he N

om
enclator


E

arly 15
th – late 18

th centuries.


H

om
ophones – plaintext letters m

ap to m
ore than 

one ciphertext letter.


C

ode book – nam
es of people and places are 

replaced by a sym
bol.


B

reakable by m
id 16

th century.


R

ossignol's G
reat C

ipher (1620s) w
asn't broken until 

1893 by E
tienne B

azeries w
ho guessed that sym

bols 
represented syllables and not letters.



 
 

M
ary Q

ueen 
of S

cots 
C

ipher



 
 

B
abington

P
lot

M
ary, Q

ueen of Scots
1542-1587

Q
ueen E

lizabeth
1533-1603

Sir Francis W
alsingham

1532-1590

T
hom

as B
abington

1561-1586

M
ary Q

ueen of Scots N
om

enclator
(Singh,The C

ode B
ook,  p. 38


