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Perfect Secrecy



Vernam Cipher

* Gilbert S. Vernam, AT&T, 1919 Laozie. T ey
* Morse code — 5 pulses per character. F | e p_
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® Reversible, one-step encryption and
decryption using a key loop tape.
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® Flaw: repeating key is polyalphabetic.



* Provably perfect secrecy (Claude Shannon, 1942):

One Time Pad

* Generalization of Vernam: make the key as long as the
message.

* Example:

Encrypt

Decrypt

Secret key.
Of truly random characters.
As long as the message. Key !
Used only once and then discarded.

0
Plaintext: 01101 10101 01111 10110 10101
Key: 01010 10100 11101 01011 10110
Ciphertext: 00111 00001 10010 11101 00011
Key: 01010 10100 11101 01011 10110
Plaintext: 01101 10101 01111 10110 10101

Plain

1 0

0O 1
Cipher

1 0
XOR Operation




Theoretical Principles

Claude Shannon, 1949, “Communication
Theory of Secrecy Systems,” Bell Labs.

Perfect secrecy property.

Confusion — maximum complexity between the
key and ciphertext.

Diffusion — plaintext uniformities (statistics) are
dissipated in the ciphertext.

A cipher system should be secure even if its
algorithm is known (Kerchoff's principle).



Developed from
telegraph codes. |s;

1963 Standard

1966 chart
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Transposition and Substitution

C R Y P T O
1000011 1010010 1011001 1010000 1010100 1011111

100001110100101011001 101000010101001011111

* Transposition

101000010101001011111 100001110100101011001

e Substitution (Swap 0Os and 1s)

010111101010110100000 011110001011010100110

0101111 0101011 0100000 0111100 0101101 0100110
/ + SP < - &




XOR: Substitution with a Xm<

* Plain Message

® ASCII

® KEY=ABCDEF

® msg XOR key

® Crypto Message
® KEY=ABCDEF

® Plain Message

C R Y P T

1000011 1010010 1011001 1010000 1010100 1011111
1000001 1000010 1000011 1000100 1000101 1000110

0000010 0010000 0011010 0010100 0010001 0011001

0 1 1

1 1 0

0000010 0010000 0011010 0010100 0010001 0011001
1000001 1000010 1000011 1000100 1000101 1000110

1000011 1010010 1011001 1010000 1010100 1011111

C R Y P T O




Data Encryption Standard (DES)

Early 1970s: IBM and NSA Collaboration.
1976: Adopted as the federal |IP standard.

Controversial among cryptographers.

* Key too short.
* Classified elements in the algorithm.
* NSA backdoor?

1999: EFF broke it in 23 hours (brute force).

2002: Replaced after public competition by
Advanced Encryption Standard (AES)



DES Algorithm

(Trasposition & Substitution)

* 64-bit block cipher

* 56-bit key (+ 8 bits parity)

* Feistel mixing: 16 cycles of

transposing and XORing with 48-bit
subkeys (K....K,

Half Block (32 bits)
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Subkey (48 bits)
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EFF's DES Deep Crack

Specialized chips

$250,000 =t o
1998 — 56 hours. B =l
1999 — 22.25 hrs. with =
distributed.net.

1999: DES reaffirmed
as the standard with
Triple-DES
recommended.

)
3
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Symmetric vs. Asymmetric Keys

* Symmetric Key

* Same key used for encryption and decryption.
* Must be shared by Alice and Bob.
* Key exchange problem.

* Asymmetric Key —

* Different keys used for encryption and decryption.
* No key exchange problem.



The Key Exchange Problem

Alice

Eve



Private

Alice

Asymmetric Keys

i |
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Private

Eve



Diffie-Hellman Key Exchange

* I[nvented in 1976

* Modular arithmetic: (8 + 7) mod 12 =3

— 8AM + 7 hours = 3 PM
— 8+7=15mod12=1Rmdr=3
~ (8*7)mod 12 =56 mod 12 =4 Rmdr =8
* One-way function
- 3=1(mod4) Whatisx? {2,4,6, ...}



Diffie-Hellman Key Exchange

Alice Bob
4,30, p b
A=g°modp — g,p,A — B=g'modp
K=B'modp =— B — K=A'modp

K=A"modp=(g"mod p) mod p=g"“"mod p =(g mod p) mod p=B"mod p

Alice's secret number is a and Bob's secret number is b.

They agree on the base g and prime number p and the
function g (mod p).

They exchange A = g2 (mod p) and B = g° (mod p).
They derive the same key K because g**(mod p) = g°*3(mod p).
Eve can't easily derive K without knowing a and b.



Public Key Cryptography

* 1984 Rivest-Shamir-Adelman Algorithm (RSA)

* Based on the difficulty of computing prime
factors.

* Asymmetric key (public/private part) vs.
symmetric key (shared by Alice and Bob)

101001010010010101 | Key 1
101001010101001010 Generator kY |
010100101001010100 _@,@%

Large random number



Public Key Encryption/Decryption

“Hi Bob” ~—_
\1

O

Bob's Public
Key

Alice

RSA —  101001010010010101
Encrypt 101010101001010100
IO Sa?
RSA
Decrypt
Bob's Private
/ Key
“Hi Bob”

Bob



Alice

Public Key Signature

“I am >=oof
\1

{1 e

Alice's Private
Key

RSA Sign ——— 101001010010010101
(Encrypt) 101010101001010100
_®U
RSA Verify

(Decrypt)

Alice's Public
/ Key

“I am Alice”

Bob



RSA Detalls

Alice picks two huge prime numbers, p and q.
Alice computes N = p x q.

Alice picks another number e relatively prime to
(p-1) x (a-1).

Alice calculates her private key d as:
dxe=1(mod (p-1) * (g-1))

Alice publishes (N, e) as her public key.
Encrypt message to Alice, M: C = M¢(mod N)

Alice decrypts message, C: M = C(mod N)



RSA Security

Given N = p x g, why can't we just figure out the
primes p and q7?

Factorization of N: For each prime number, n
check if it divides N.
How big is N? ~ 10°% for bank transactions.

Best estimate: 100 million computers working
together would take more than 1000 years
(Simson Garfinkel, as reported in Singh).



Internet Security

Transport Layer Security (Secure Sockey Layer)

Client (user's browser) and server (e.g., user's bank)
communication protocol.

Phase 1: Client and server negotiate which algorithms
will be used for key exchange and authentication
(typically public key algorithms).

Phase 2: A symmetric key is exchanged and
authenticated.

Phase 3: Encrypted, efficient communication using the
symmetric key.



Transport Layer Security

Client Server

SSLHandshake Phase = = = = = = = - c e e e e e r ettt e e e - =

Sends Hello Q Supported algorithms, random number

Message - *
Algorithm, random number Sends Hello
< 2 Message
Certificate Sends
* Certificate
Authenticates
Server Q
Generates random Encrypted pre-master secret Decrypts to retrieve
value @ - > @ pre-master secret
(pre-master secret)
and encrypts it
with the server's
public key
Calculates keys (@) @ Calculates keys
Sends finished Sends finished
message QA - Ve message

SSLDataTransferPhasg = = = = = = = = s - c s s s c r r r r r e e === - -

QA - >




What, Me Worry?

Quantum computation: A quantum computer could
casily break a factorization problem.



Quantum Cryptography

Alice's random bit
Alice's random sending basis
Photon polarization Alice sends

Bob's random measuring basis
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Photon polarization Bob measures
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PUBLIC DISCUSSION OF BASIS
Shared secret key 0 1 0 1

BB84 Protocol: Charles H. Bennet and Gilles Brassard, 1984.
(IBM, University of Montreal)

Exchange random bit stream for use in one-time pad.
Possible to detect an eavesdropper.

Implementations: Exchange secure keys over optical fiber at 1
Mbit/s (10 km) and 10 kbits/s 100 km.

Much research (IBM, NEC, HP, Toshiba, Mitsubishi)

Four commercial companies



Perfect Secrecy!?

A CRYPTO NERD'S WHAT WOULD
I MAGINATION) ¢ 1 ACTUALLY HAPPEN:
HIS LAPTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR DRUG HIM AND HIT HIM WITH
Q.cﬁmn To CRACK \T- THIS $5 WRENCH UNTIL
NO GOOD! 1T’ xmqm:MCm?mn»mmS&v
U096 -B\T nmz 09. T
QDQ. OUR
EVIL PLAN
1S FOILED! ™~ ( m %J\

Source: http://xkcd.com/




